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Topology

Cloud computing is a new paradigm in using
resources and providing computing services.
Adoption of cloud computing in e-health is expected
to be able to improve health services and help
research in health services. There has been a
proposal of e-health cloud deployment model for
Indonesia. However, there need to be stages of
works on cloud computing adoption for e-Health
services before implementation decisions. One of Figure 4. Traffic Network of 1st Scenario
the considerations in cloud computing is security. In &

this work, we examine the implementation of virtual Bout o e
firewall mechanism for Indonesian e-health cloud S 20000
model from DDoS attack. Proxmox VE is used in 200000
the virtualization environment of Indonesian = £ o
e-Health cloud model, and the ConfigServer & =7 =7 -
Firewall (CSF) is modified. DDoS-blocking script is Virtual-Firewall1
used to block IPs from attackers. The inspection is
done in two scenarios. The purpose of the first
scenario is to find out the average time of a server
cloud bear up in a DDoS attack. The second Ew/itc 1
scenario is done to verify the virtual firewall - o
capability. The result obtained from the first scenario EII Ell
is that the average time is 197.26 seconds with the L .
standard deviation is 52.99 seconds before a server Server1 Server2 Server3 Server4
was down because of DDoS attacks. The results of Proxmox Clust Proxmox e scssRamnsseassgseRmen AR
the second scenario show that virtual firewall (pvet) IS (pve2) I

managed to block the attacker IP address and the Vmware

server could withstand from DDoS attacks. Figure 3. Indonesian e-Health Cloud Network
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Figure 5. Graph of Attack on 1st Scenario
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Figure 6. Downtime Graph on 1st Scenario

In 2nd scenario, the attacker's IP address will be
blocked resulting in a block list (Figure 7).
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Figure 1. Indonesian e-Health Community Cloud Model [1] Conclusion
There are two scenarios applied. The first is Virtual firewall by modifying CSF on Ubuntu 14.04
: : performed to find out the average number of is working successfully for Indonesia e-health
Pseudocode of IP Address Filtering . ) Su y oo
packets received by the server, the average cloud model. Without modification of the CSF as a
and the standard deviation of downtime, also virtual firewall, average downtime obtained is
If (Client require Server) network traffic in the event of DDoS attacks. 197.26 seconds with the standard deviation is
ClemIP adress s eredy G5F The second scenario intends to prove that the 52.99 seconds. Virtual firewall managed to block
Step I Ldentifcation of incoming clint virtual firewall could manage to block the the attacker IP address and the server could
attacker IP address. withstand from DDoS attacks.

If (Client IP address is not found in /etc/csf/csf.allow (Client IP))
ADD Client IP to /ete/csfiesf.allow (Client IP)
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MOVE Client IP to /var/log/ddos.log

BLACKLISTED use ddos-blocking.sh filtered at ddos-blocking.conf

Alert DDoS Attack
Else References
Client IP address is found in /etc/csfresf.deny (Client IP))

can't access to Server,
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